Post-quantum key exchange has shipped and the
signatures have not

Every item is a hybrid key exchange. None is a post-quantum signature, so
the certificates proving a website's identity are still classical. The algorithm
changed at the dashed line, and the 2 sides are not compatible.

Cloudflare turns it on server side

Oct2022 =
Beta, and generally available from September 2023.
Signal ships PQXDH

Sep 2023 e
New chats between updated clients only.
Apple announces iMessage PQ3

Feb 2024 e
Shipped in iOS 17.4 that March, on the draft algorithm.
Chrome turns on draft Kyber

Apr2024 e

Chrome 124, desktop only.

NIST finalizes the first 3 standards
13 Aug 2024 @
FIPS 203 for key exchange, 204 and 205 for signatures.

Firefox ships the finished ML-KEM

Oct 2024 e
Firefox 132, for TLS 1.3, on desktop.
Chrome and Edge switch to ML-KEM
Nov 2024 e
A replacement, so servers on the draft stopped negotiating.
NIST selects HQC as a backup
Mar 2025 o
Selected only, with finalization planned for 2027.
Signal extends to the ongoing ratchet
Oct 2025 e

A phased rollout.

Source: NIST, Signal, Apple, Google, Mozilla, Microsoft and Cloudflare announcements. LaMarr
Labs, lamarrlabs.com/resources



